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DETAILED ACTION 

Priority 

1 . Acknowledgment is made of applicant's claim for domestic priority under 35 
U.S.C. 119(e). 

Information Disclosure Statement 

2. The information disclosure statements submitted are in compliance with the • 
provisions of 37 CFR 1 .97. Accordingly, the examiner is considering the information 
disclosure statement. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1-8,10-17,19-22,24-28, and 30-32 are rejected under 35 U.S.C. 102(b) as 
being anticipated by Jablon, U.S. Patent 6,226,383. 

As per claim 1, Jablon teaches of a method of providing secure communications 
between a first and a second communications unit, the method comprising a key 
exchange between the first and second communications units resulting in a shared 
secret key, the key exchange including a user interaction, the method comprising the 
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steps of providing, at least partly by means of a user interaction, a passcode to the first 
and second communications units; generating a first contribution to the shared secret 
key by the first communications unit and a second contribution to the shared secret key 
by the second communications unit, and transmitting each generated contribution to the 
corresponding other communications unit; authenticating the transmitted first and 
second contributions by the corresponding receiving communications unit based on at 
least the passcode; and establishing said shared secret key by each of the 
communications units from at least the corresponding received first or second 
contribution, only if the corresponding received contribution is authenticated 
successfully (col. 6, lines 56-60; col. 6, line 66 through col. 7, line 31 ; and col. 8, line 55 
through col. 9, line 12). 

As per claim 2, Jablon discloses wherein the passcode is short enough to be 
communicated via a user interaction (col. 8, lines 55-59). 

As per claim 3, it is taught by Jablon of encrypting the passcode by the second 
communications unit using the generated shared secret key; transmitting the encrypted 
passcode to the first communications unit together with the generated second 
contribution; decrypting the received encrypted passcode by the first communications 
unit; and comparing the decrypted received passcode with the passcode provided to the 
first communications unit to authenticate the received second contribution (col. 6, lines 
56-60 and col. 6, line 66 through col. 7, line 31). 
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As per claim 4, it is disclosed by Jablon wherein the first and second 
contributions are first and second public keys of a Diffie-Hellman key exchange protocol 
(col. 7, lines 1-7). 

As per claim 5, Jablon teaches wherein the step of providing a passcode to the 
first and second communications units comprises generating a passcode by the first 
communications unit and providing the generated passcode to the second 
communications unit via a communications channel including a user interaction (col. 6, 
lines 56-60 and col. 6, line 66 through col. 7, line 31 ). 

As per claim 6, Jablon discloses wherein the step of authenticating the 
transmitted first and second contributions comprises authenticating the first contribution 
by calculating a tag value of a message authentication code, the tag value being 
calculated from the first contribution and the passcode (col. 6, line 66 through col. 7, line 
31 and col. 22, lines 23-34). 

As per claim 7, it is taught by Jablon wherein the tag value is calculated by 
selecting a symbol of a codeword of an error correcting code, the codeword 
corresponding to the first contribution, and the symbol being identified by the passcode 
(col. 6, line 66 through col. 7, line 31 and col. 22, lines 23-34). 

As per claim 8, it is disclosed by Jablon of calculating a hash value of a one-way 
hash function from the first contribution and calculating said tag value by selecting a 
symbol of a codeword of an error correcting code, the codeword corresponding to the 
hash value of the first contribution, and the symbol being identified by the passcode 
(col. 15, lines 10-16 and col. 22, lines 23-34). 
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As per claim 10, Jablon discloses of generating the first contribution to the 
shared secret key by the first communications unit, and transmitting the generated first 
contribution to the second communications unit; authenticating the received first 
contribution by the second communications unit based on the passcode, and generating 
the shared secret key from at least the received first contribution, if the received first 
contribution is accepted as authentic; transmitting a second contribution to the shared 
secret key generated by the second communications unit to the first communications 
unit; and authenticating the received second contribution by the first communications 
unit based on the passcode; and generating the shared secret key by the second 
communications unit only if the received first contribution is accepted as authentic (col. 
6, line 66 through col. 7, line 31). 

As per claim 11, it is taught by Jablon wherein the method further comprises 
calculating a first message tag of a message authentication code from the first 
contribution using the passcode as a key; and providing the calculated first message tag 
to the second communications unit; and wherein the step of authenticating the received 
first contribution by the second communications unit based on the passcode comprises 
calculating a second message tag of said message authentication code from the 
received first contribution using the passcode as a key; and comparing the first and 
second message tag to authenticate the received first contribution (col. 6, line 66 
through col. 7, line 31). 

As per claim 12, it is disclosed by Jablon of a method of providing secure 
communications between a first communications unit and a second communications 
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unit, the method comprising a registration step and a key exchange step, wherein the 
registration step comprises generating a first private key value and a corresponding first 
public key of a key exchange mechanism by the first communications unit; generating a 
passcode by the first communications unit; calculating a message tag of the first public 
key according to a message authentication code using the passcode by the first 
communications unit; making the passcode and the calculated tag value accessible to 
the second communications unit at least partly by means of a user interaction; and the 
key exchange step comprises transmitting the first public key by the first 
communications unit to the second communications unit; calculating the tag value of the 
received first public key according to said message authentication code using the 
passcode by the second communications unit, and accepting the received first public 
key if the calculated tag value corresponds to the communicated tag value; generating a 
second private key value and a corresponding second public key of said key exchange 
mechanism by the second communications unit; calculating a shared secret key of said 
key exchange mechanism from the first public key and the second private key value by 
the second communications unit; encrypting the passcode by the second 
communications unit using the calculated shared secret key; transmitting the second 
public key and the encrypted passcode by the second communications unit to the first 
communications unit; calculating said shared secret key of said key exchange 
mechanism from the second public key and the first private key value by the first 
communications unit; and decrypting the transmitted encrypted passcode by the first 
communications unit using the shared secret key calculated by the first communications 
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unit, and accepting the calculated shared secret key if the decrypted passcode 
corresponds to the passcode originally generated by the first communications unit (col. 
6, lines 56-60; col. 6, line 66 through col. 7, line 31; and col. 8, line 55 through col. 9, 
line 12). 

As per claim 13, Jablon teaches of a communications system for providing 
secure communications at least between a first and a second communications unit by 
means of a key exchange between the first and second communications units resulting 
in a shared secret key, the key exchange including a user interaction, the 
communications system comprising means for providing, at least partly by means of a 
user interaction, a passcode to the first and second communications units; means for 
generating a first contribution to the shared secret key by the first communications unit 
and a second contribution to the shared secret key by the second communications unit; 
means for transmitting each generated contribution to the corresponding other 
communications unit; means for authenticating the transmitted first and second 
contributions by the corresponding receiving communications unit based on the 
passcode; and means for establishing said shared secret key by each of the 
communications units from at least the corresponding received first or second 
contribution, only if the corresponding received contribution is authenticated 
successfully (col. 6, lines 56-60; col. 6, line 66 through col. 7, line 31; and col. 8, line 55 
through col. 9, line 12). 

As per claim 14, Jablon discloses wherein the first communications unit 
comprises processing means adapted to generate the passcode and output means for 
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providing the generated passcode to the second communications unit via a second 
communications channel different from the first communications channel (col. 6, line 66 
through col. 7, line 31). 

As per claim 15, it is taught by Jablon wherein the first and second 
communications units each comprise processing means for calculating a tag value of a 
message authentication code, the tag value being calculated from the first contribution 
and the passcode (col. 6, line 66 through col. 7, line 31 and col. 22, lines 23-34). 

As per claim 16, it is disclosed by Jablon wherein the processing means are 
adapted to calculate the tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the first contribution, and the symbol 
being identified by the passcode (col. 6, line 66 through col. 7, line 31 and col. 22, lines 
23-34). 

As per claim 17, Jablon teaches wherein the processing means are further 
adapted to calculate a hash value of a one-way hash function from the first contribution 
and to calculate said tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the hash value of the first contribution, 
and the symbol being identified by the passcode (col. 15, lines 10-16 and col. 22, lines 
23-34): 

As per claim 19, it is taught by Jablon of a communications unit for providing 
secure communications with another communications unit by means of a key exchange 
resulting in a shared secret key, the key exchange including a user interaction, the 
communications unit comprising data processing means, user-interface means, and a 
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communications interface, the processing means being adapted to perform the following 
steps generating a passcode to be provided at least partly by means of a user 
interaction via the user-interface means, to the other communications unit; generating 
and transmitting via the communications interface a first contribution to the shared 
secret key, and receiving via the communications interface a second contribution to the 
shared secret key, the second contribution being generated by the other 
communications unit; authenticating the received second contribution based on the 
passcode; and establishing said shared secret key from at least the second 
contribution, only if the received second contribution is authenticated successfully (col. 
6, lines 56-60; col. 6, line 66 through col. 7, line 31; and col. 8, line 55 through col. 9, 
line 12). 

As per claim 20, it is disclosed by Jablon wherein the processing means is further 
adapted to calculate a tag value of a message authentication code to be provided to the 
other communications unit, the tag value being calculated from the first contribution and 
the passcode (col. 6, line 66 through col. 7, line 31 and col. 22, lines 23-34). 

As per claim 21 , Jablon teaches wherein the processing means is further 
adapted to calculate the tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the first contribution, and the symbol 
being identified by the passcode (col. 6, line 66 through col. 7, line 31 and col. 22, lines 
23-34). 

As per claim 22, Jablon discloses wherein the processing means is further 
adapted to calculate a hash value of a one-way hash function from the first contribution 
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and to calculate said tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the hash value of the first contribution, 
and the symbol being identified by the passcode (col. 6, line 66 through col. 7, line 31 
and col. 22, lines 23-34). 

As per claim 24, it is disclosed by Jablon wherein the processing means is further 
adapted to decrypt an encrypted passcode received together with the second 
contribution, the decrypting using said shared secret key, and is further adapted to 
accept the received second contribution only if the decrypted passcode corresponds to 
the generated passcode (col. 6, lines 56-60 and col. 6, line 66 through col. 7, line 31). 

As per claim 25, Jablon teaches of a communications unit for providing secure 
communications with another communications unit by means of a key exchange 
resulting in a shared secret key, the key exchange including a user interaction, the 
communications unit comprising data processing means, storage means, and a 
communications interface, the processing means being adapted to perform a key 
exchange resulting in a shared secret key, the key exchange comprising: receiving, at 
least partly by means of a user interaction, and storing a passcode generated by 
another communications unit; receiving via the communications interface a first 
contribution to the shared secret key generated by the other communications unit; 
authenticating the received first contribution based on the passcode; and if the received 
first contribution is authenticated successfully, establishing said shared secret key from 
at least the first contribution, and transmitting via the communications interface a 
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second contribution to the shared secret key (col. 6, lines 56-60; col. 6, line 66 through 
col. 7, line 31; and col. 8, line 55 through col. 9, line 12). 

As per claim 26, Jablon discloses of being adapted to store a message 
authentication tag in the storage means, and wherein the processing means is adapted 
to calculate a tag value of a message authentication code from the received first 
contribution and the passcode, and is adapted to accept the received first contribution 
only of the calculated tag value corresponds to the stored message authentication tag 
(col. 6, line 66 through col. 7, line 31 and col. 22, lines 23-34). 

As per claim 27, it is taught by Jablon wherein the processing means is further 
adapted to calculate the tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the first contribution, and the symbol 
being identified by the passcode (col. 6, line 66 through col. 7, line 31 and col. 22, lines 
23-34). 

As per claim 28, it is disclosed by Jablon wherein the processing means is further 
adapted to calculate a hash value of a one-way hash function from the first contribution 
and to calculate said tag value by selecting a symbol of a codeword of an error 
correcting code, the codeword corresponding to the hash value of the first contribution, 
and the symbol being identified by the passcode (col. 15, lines 10-16 and col. 22, lines 
23-34 

As per claim 30, Jablon discloses wherein the processing means is further 
adapted to encrypt the stored passcode, the encrypting using said shared secret key, 
and is further adapted to transmit the encrypted passcode with the second contribution 
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via the communications interface to the other communications unit (col. 6, line 66 
through col. 7, line 31). 

As per claim 31 , it is taught by Jablon of a computer program product configured 
to provide secure communications between a first and a second communications unit, 
comprising a computer readable storage medium having computer readable program 
code embodied therein, the computer readable program code comprising: computer 
readable program code for exchanging a key between the first and the second 
communications units to generate a shared secret key and to receive input from a user; 
computer readable program code for providing, at least partly by means of a user 
interaction, a passcode to the first and second communications units; computer 
readable program code for generating a first contribution to the shared secret key by the 
first communications unit and a second contribution to the shared secret key by the 
second communications unit, and transmitting each generated contribution to the 
corresponding other communications unit; computer readable program code for 
authenticating the transmitted first and second contributions by the corresponding 
receiving communications unit based on at least the passcode; and computer readable 
program code for establishing said shared secret key by each of the communications 
units from at least the corresponding received first or second contribution, only if the 
corresponding received contribution is authenticated successfully (col. 6, lines 56-60; 
col. 6, line 66 through col. 7, line 31; and col. 8, line 55 through col. 9, line 12). 

As per claim 32, it is disclosed by Jablon of a computer program product 
configured to provide secure communications with a communications unit, comprising a 
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computer readable storage medium having computer readable program code embodied 
therein, the computer readable program code comprising: computer readable program 
code for exchanging a key with the communication unit to generate a shared secret key 
and to receive input from a user; computer readable program code for generating a 
passcode to be provided based on user input to the communication unit; computer 
readable program code for generating and transmitting a first contribution to the shared 
secret key, and receiving a second contribution to the shared secret key, the second 
contribution being generated by the communication unit; computer readable program 
code for authenticating the received second contribution based on the passcode; and 
computer readable program code for establishing the shared secret key from at least 
the second contribution, based on whether the received second contribution is 
authenticated (col. 6, lines 56-60; col. 6, line 66 through col. 7, line 31; and col. 8, line 
55 through col. 9, line 12). 



Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 9,18,23, and 29 are rejected under 35 U.S.C. 103(a) as being 



unpatentable over Jablon, U.S. Patent 6,226,383. 
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The teachings of Jablon disclose of using a message authentication code, but fail 
to disclose of the use of Reed-Solomon code. The examiner hereby takes official notice 
that it is notice that it is a notoriously well known form of error correcting code. It would 
have been obvious to a person of ordinary skill in the art at the time of invention to have 
been motivated to apply the use of Reed-Solomon code. The motivation for using 
Reed-Solomon is that sampling is performed at various points in the code for error 
checking purposes to maintain the integrity of the code. It would have been obvious to 
use Reed-Solomon code in an attempt to detect errors in the transmitted code. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher A. Revak whose telephone number is 571- 
272-3794. The examiner can normally be reached on Monday-Friday, 6:30am-3:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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